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Maximize Opportunity. Minimize Risk.

Has your bank experienced The "Finacle” Feeling yet? The
feeling that comes from confidently facing challenges and
seizing opportunities, while secure in the knowledge that your
risks are minimized. With Finacle, the universal banking
solution from Infosys, your bank too can experience that
imminent feeling of success.

Finacle addresses the business requirements of universal,
retail and corporate banks worldwide.

Buit on the next generation technology and a flexible
architecture, the solution's ability to scale seamlessly with
growing business volumes ensures greater business agiity and
lower TCO for banks. With a successful implementation track
record and global deployment capability, the solution minimizes
risks whie maximizing business opportunities. fts customers
include ABN AMRO, ICICI Bank, UTI Bank, Credit Suisse, DBS
Bank, National Commercial Bank of Saudi Arabia, First Bank of
Nigeria and Mizuho Corporate Bank, to name a few.

With Finacle, you can fly high, while being securely
strapped.
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Welcome to the Anniversary Issue of FinacleConnect! We
have completed one year of our quarterly journal and it has
been an extremely interesting journey. Our aim all along has
been to provide you with an in-depth insight into relevant
topics that are impacting the banking industry - not only
from our team of in-house experts but also from the most
important constituent of the FinacleConnect community,
bankers. Inthisissue Jim Smith, Executive Vice President,
Consumer Internet Channel and Danny Peltz, Executive
Vice President, Wholesale Internet and Treasury Solutions
at WellsFargo, explainthekey driversand chalengesbehind
the bank’s Internet strategy. Wells Fargo is the 5th largest
bank inthe US, and an Internet banking pioneer. It wasthe
first bank in the US to adopt Internet banking. Both Smith
and Peltz have spent well over adecade at Wells Fargo and
seen the bank’ s offerings grow from thefirst web siteto the
current multi-product, multi-platform strategic solution for
both retail and corporate customers.

Asyou may have guessed, thethemefor thisissueisInternet
banking. Why Internet banking, you might ask. Well, for
starters, the Internet banking industry celebrated its 10th
anniversary last year. And secondly, we believe that the
industry is witnessing one of the most exciting phases of
Internet banking. The Internet iswell established as akey
delivery channel for banks& new technologiesare ensuring
that banks can now provide a unique customer proposition
through the Internet. In the Cover Story wetalk about how
with the sea-changein customer Internet habitsand I nternet
technologies over the past decade, banks now need to re-
look at their internet banking platforms. They need afuture-
ready solution that can enablethemto offer banking functions
and services that are uniquely suited to today’s online

| Internet Banking
The Next Wave

audience. Services such as ‘derts . As the name suggests,
alerts are essentially notifications or messages, which are
sent to customers on the occurrence of aspecific event such
asabank baancereachingacertainlimit. The FeatureArticle,
Real-Time Alerts discusses the importance of alerting
technology to banksin their effort to cost-effectively meet
customer requirements.

InKaeidoscopewediscussthemalaise of ‘ phishing’ attacks
and how banks need to use customer education and
technology to protect themselves. Undoubtedly, security
remains one of the biggest concernsfor banksin theonline
world, afact which wasreinforced in our Internet Banking
Industry Roundtable. Industry Roundtableisanew addition
to FinacleConnect'sregular list of featureswhere we bring
together leading banking experts from around the globe to
discuss key issues and trends impacting the banking
industry. In our maiden round table discussion, we have
panelists from DBS Bank in Singapore, ANZ in Austrdlia,
ICICI BankinIndia, HSBCinthe UK and Finacleproviding

atechnologist perspective.

| am sureyou will enjoy thisissue and ook forward to your
commentsand feedback.

Wish you a very Happy 2006!

Till next time.

i y
i I,r’ £

i a——
-

Merwin Fernandes
Vice President and BusinessHead - Finacle
Infosys Technologies Ltd.
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REAL-TIMEALERTS

Customers can now easily keep a tab on all aspects of their account relationship with the bank

with the invent and implementation of real-time alerts.

My mobile phone rang yet again. “ Mr. Rao?” and before |
could answer, the sweet voice at the other end went on “ Mr.
Rao, thisis Shelley from ABC Bank. Mr. Rao, how are you? |
know you must be very busy but | wanted you to be amongst
thefirst to know that we have launched this great offer only for
special customers like you. It offers you a combination of
....." Her voicetrailed in the distance as | had already men-
tally switched off.

It was one of the best holidays that one could ask for. The
weather gods were kind to us, the food was great, the tour
guide was a walking repository of knowledge with a great
sense of humor, and the group from 9 different nationalities

gelled well. Looking back, though, if there was one minor
irritant, it was the fact that my friendly neighborhood bank
was particularly insensitive and possibly a bit too friendly. |
had lost count of the number of times | received a call on my
mobile and the person at the other end invariably took pains
to let me know how glad they were to have me as their cus-
tomer, and how they are always striving to meet their
customer’srequirements etc. That wasthe last thing | wanted
to be told over and over again while on a holiday. To make
mattersworse, invariably, the calls would be followed by text
messages on my mobile.

But all thisis now history.



%eature

Alerts traditionally
used 1o be delivered by
email, now the trend
clearly is towards a
mnlti-channel delivery

mechanism.

The“Wired” Consumer

We all remember the times when we read the
day’s newspaper and then waited for the fol-
lowing day’s newspaper for more information
on events. Fortunately today, in the age of the
Internet, we can access the Web and get to-the-
minute updates of events as they unfold any-
where across the globe. What about the giant
strides that television broadcasting has taken,
particularly in the area of sports coverage? The
action on thefield is captured by different cam-
eras from all angles possible, and then replays
are shown instantaneously, so that viewers (and
in some sports third umpires too) can judge for
themselves.

Thisisthe age of the wired consumer, one who
demands, and gets, information ‘ here and now’ .
Technology has obviously played avery big role
in ensuring this. However, it has not all been
easy. With a proliferation of channels, and an
increasing trend of customers getting more com-
fortable with the electronic channels, the chal -
lenge before banksreally has been to ensure that
multi-channel integration ‘really’ takesplace and
this, in turn, goes to ensure that the customer’s
experienceisamorefulfilling one.

Among the many different technologies that are
contributing to this, one such isthat of alerts. As
the name suggests, these are essentially notifica-
tions or messages, which are sent to customers
on the happening of a certain event. The alerts
are delivered across a wide variety of channels
and devices including email, mobile phones,
PDAs, fax etc. Alerting technology is still fairly
nascent in adoption by banks, but one that is
clearly expected to grow strongly, particularly as
customersrealize that it allows them to exercise
alot of control in their interaction with banks.

Driversfor ImplementingAlerts

We have all extensively dealt with banks. And
we know from our own experiences that tradi-
tionally the relationship has been based on a

“customer-asks, bank responds’ model. Cus-
tomers may ‘ask’ in a variety of ways, when
they visit their branch, when they speak with
the agent at the call center or when they send an
email query. And for their part, banks also then
respond across avariety of channels. However,
alerting technology promises to take this inter-
action to an altogether different level.

The fundamental difference arises from the fact
that the customer enjoys the control of deter-
mining when shewould liketo receive what kind
of an alert and through which medium. In doing
so, customers would be expected to make a dis-
tinction between ‘ call-to-action’ alertsand *just-
for-information’ aerts. For example, every month
the customer will expect to be notified once her
salary has been credited to her account. Thisisa
typically routine “for your information” alert.
However, if the customer is planning to sell some
stock above aparticular price point, then the bro-
kerage department would alert the customer as
soon as the stock hits that particular price, so
that the customer can take instantaneous action.

Another significant difference is the fact that
while alerts traditionally used to be delivered
by email, now the trend clearly is towards a
multi-channel delivery mechanism. In fact, go-
ing by the progress that technology is making,
experts clearly believe that in the near future,
emails will give way to those alerts, which are
voice based and delivered in an automated man-
ner through mobile phones and avariety of other
handheld computing devices, which are coming
into the market.

From the bank’s point of view, this offers them
a great opportunity—to focus on the sales and
service aspect of a customer relationship. The
impact that it leaves in the area of customer
service is obvious. Customers are now easily
able to keep in close touch with all aspects of
their account relationship with the bank, be it
crediting of salary to the account, to change of



Banks shonld not stop
at just sending alerts
for information sake’.
The challenge is to
really bring in some
Sorm of intelligence in
the alerting system, so
that the interaction
with the custoner
becomes more

meaningful.

interest rates, to credits / debits above a cus-
tomer-specified threshold etc. From the point
of view of the bank, this offers them a much
cheaper option of servicing the customer than
the more commonly used agent-based model.
Gartner estimates that by proactively convey-
ing information to customers, an alert costing
lessthan USD 0.50 can preempt an inbound call
to the call center, which would cost the bank
upwards of USD 4.50.

However, alerts also have much to offer in the
areaof sales. Outbound marketing alerts on prod-
uct promotions and product changes can go a
long way inincreasing customer stickiness. This
can vary from information of the type that
TowerGroup refersto as“highly perishable and
on which customers must act quickly” such as
changes in existing interest rates to the launch
of anew product with a time-bound attractive
offer. It must be recognized however, that agent-
based mass outbound marketing is a highly ex-
pensive proposition and therefore banks would
dowell tointegrate their alert technol ogies with
tools for customer analytics and modeling.

Fig. 1: Automated Alerting Moves FSIS from Request/Response
to Proactive Service Model
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What isclear, though, isthat if aerting technology
is to really take off, then it necessarily needs to
support amulti-channel delivery mechanism. And
only then will this move from a “customer-asks,
bank responds’ model to a more proactive cus-
tomer service model, asdemonstrated in Fig 1.

A word of caution, though—irrespective of
whether the alert isrelated to account servicing
or ismarketing and sales oriented, it should only
be sent to customers who opt for it. Otherwise,
it can be amajor irritant to the customer.

What Next?

The convergence of technologies offers alerts
great hope, even though its initial take-off
amongst the large banks in North America and
elsewhere has been slow. However, banks need
to pay attention to a few issues:

® Even amongst those banks, which have in-
troduced alerts, its utilization amongst cus-
tomers has not been very high, largely be-
cause banks have not fully understood and
delivered information of the type and form
that customers find very friendly.

® Banks should not stop at just sending alerts
‘for information sake'. The challenge is to
really bring in some form of intelligence in
the alerting system, so that the interaction
with the customer becomes more meaning-
ful. Figure 2 highlights the way to go:

® While selecting the type of alerting technol-
ogy that they wish to deploy, banks should
be cognizant of the fact that it makes de-
ployment considerably simpler if preferably
asingle solution can take care of the need to
deliver across all channels and devices. The
solution should be capable of supporting
multiple network protocols and customizing
messages to customers based on the devices
that have been identified by the customer as
preferred onesfor delivery of different types

of messages.
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The potential and power of alerting technol-
ogy will be considerably diluted if the solu-
tion is not fully integrated with the rest of
the technology infrastructure within the
bank. Thisincludesthe variouslegacy appli-
cations that reside in different parts of the
bank, the Internet banking application, the
CRM system, the call center and IVR appli-
cations and other pieces of collaborative tech-
nologies such as text chat and co-browsing.
The alert solution inherently relies on cus-
tomer data and integrity of all types of cus-
tomer information.

Banks need to approach the deployment of
alerting solutions with a conscious multi-
channel strategy and a strong business case
to justify its investment. If banks get their
act right in thisrespect, then it certainly pro-

vides an opportunity to be competitively
different while at the same time provide a
positive ROl based on substantially lower
cost-to-serve. On the revenue side too,
through targeted outbound marketing, there
is an opportunity for banks to substantially
increase sales.

Conclusion

Alerting technology offers banks another op-
portunity to take agiant, but cost-effective step
inrefining their customer relationship manage-
ment strategy. In fact, with the investment that
vendors are making in this area, future versions
of the solutions will focus extensively on cus-
tomer demographics and customer lifestyles,
which will alow the banks to make changes to
alerts and their content based on more dynamic
changing of the customer situation.

My bank’s alert solution now has a “Do Not
Disturb” feature which allows me to go to their
website and specify only those kinds of alerts
that | want when | am on holiday. | am about to
reach out to access that feature as soon as |
write this piece-in fact, as you read this, | will
be on another holiday, to a different part of the
world this time, but secure in the knowledge
that | shall not be unnecessarily disturbedm

Sanat Rao

Associate Vice President &

Global Head - Sales

Finacle, Infosys Technologies Ltd.
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The Next Wave of Internet Banking

To meet the challenge of creating an effective online banking service offering that meets the requirements
of a sophisticated customer and is also secure, robust and future-proof, banks need to re-evaluate their
existing platforms and harness new-age technology.

Online banking, which recently celebrated its 10th anniversary, has come along way over the past decade. Having experienced
both the highs of the halcyon days of the dotcom boom era when banking over the Internet was lauded as the break-through
development destined to replace brick-and-mortar branches, and the subsequent lows of the immediate post-dotcom period
when it was often accused of having reneged onitsinitial promise of providing low-cost convenient banking, online banking has
finally matured in recent years. Along with the ATM and phone, the Internet is now regarded an integral constituent in the mix
of delivery channels offered by most banks worldwide. More importantly, banks have realised that the Internet offers aunique
value proposition. Not only does the Internet attract a certain profile of users, urban educated banking customers that the bank
can target for its cross-selling and marketing purposes, there are certain banking functions and servicesthat are best suited to an
online audience that, in turn, can generate immense profits for banks. Banks, however, are increasingly being faced with the
challenge of creating an effective online banking service offering that consi stently meets the requirements of their sophisticated
customer base and is also secure, robust and future-proof.




In the dynamic
Internet world, it is
imperative for banks
to understand changing
technologies and
customer preferences,
and accordingly

upgrade their solntion.

ThePower of thelnternet

The Internet has entered mainstream conscious-
ness over the past decade. Statistics indicate
that worldwide Internet usage hasnearly tripled
since 2000. Although only an estimated 15 per-
cent of the world’s population is online today,
the corresponding figure for regions with ade-
veloped infrastructure is much higher. For in-
stance, in countries like North America, UK,
Sweden, Hong Kong and South Korea, the
Internet penetration levels are over 60 percent.
Not surprisingly, the level of Internet banking
activity ishigh aswell in these countries.

A survey conducted by the Pew Internet &
American Life Project, which produces reports
that explore the impact of the Internet on day-
to-day life, revealed that of al themajor Internet
activities, including buying booksand travel tick-
ets, banking has been growing the fastest in the
US over the last five years. Fifty-three million
Americans, or 44 percent of al Internet usersin
the US, now do at least some of their banking
online, a47 percent jump over 2002 levels. The
survey found that the spread of online banking
coincides with the spread of high-speed broad-
band connections and theincreasing maturity of
the Internet population. Sixty-three percent of
those with broad-

living in well-off households (househol ds with
more than $75,000 income), those who have
college and graduate degrees, and thosewhollive
in suburbs.

The growing adoption of onlinebanking issweet
music for banksthat have invested in the online
channel inthe hope of reaping the benefitsof this
new agedelivery channd. A comprehensiveonline
banking service increases customer ‘ stickiness
or customer loyalty, the all important success
parameter for banksworldwide. A recent survey
of USonline banking customers by ForeSee Re-
sults, an online customer satisfactionfirm, inas-
sociation with forbes.com concluded that the sat-
isfactionlevel of onlinebanking customersis5.5
percent morethan banking customersin general.
Asacorollary, they are, therefore, lesslikely to
leave the bank. Another survey by analyst firm,
Forrester Research, of Canadian online house-
holdstoo indicates that online banking usersare
less likely to switch their account provider than
their offline counterparts.

UK -based banking group, Alliance & Leicester,
has found that online customers enable higher
operational efficiencies and reduced costs. In
August last year the bank reported that 35 per-
cent of all sales of its four main products were

band at home have
tried online bank-
ing, compared with
32 percent of those
with dial-up con-
nections. Further,
the survey reveals
that online bank-
ing, like many
other Internet ac-
tivities, is most
likely to be per-

formed by those
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generated over theInternet inthefirst six months
of 2005, compared to 20 percent in 2004. The
bank added that thisincreasein customers bank-
ing online and through other self-service chan-
nelswas hel ping bring 2005 operating expense
below 2004 expenselevels.

Probably one of the most rigorous analysis of
the benefits of online banking was done in a
study carried out by Bank of America, the sec-
ond largest bank inthe US, which hasthe high-
est number of active online banking subscribers
in the country. Starting from late 1998, for a
period of 31 months, the bank tracked amix of
over 300,000 online and offline customerswith
similar demographic and transaction usage char-
acteristics. A statistical analysis of the data of -
fered startling insights. Customers who both
bank and pay hills online turned out to be 21
percent more profitable than offline customers.

Equipped with such statistical and anecdotal
evidence of the benefitsof onlinebanking, banks

{2
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around the world have charged ahead with cre-
ating online programs.

But have they all been successful? Not really,
say industry experts and participants. While a
handful of banks have successfully exploited
the benefits of the Internet and achieved ahigh
level of penetration, such as Bank of America
(over half its customer base, 14.2 million cus-
tomers, isonline), Wells Fargo (again, over half
its customer base, 7.2 million customers, is
online) and ING Direct (the largest Internet-
only bank in the world with over 13 million
customersglobally), severa othersaretill strug-
gling to make an impact.

Ensuring Customer Adoption

AlenkaGrealish, Senior Analyst at research firm
Celent, says that till date strong adoption rates
of online banking have been achieved mostly by
banks that were early movers and have contin-
ued to be committed to improving online bank-
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Anintuitive GUI s
essential for the online
bantking solution; the
number of clicks
needs 1o be reduced
and user interface

needs to be customer

[friendy.

ing. For example, inthe US, banksthat launched
their online banking service in 1996 have
achieved an average penetration of 31 percent
(active online banking end-users), almost twice
that of those launched in 1998 and four times
that of those launched in 2003.

No doubt early mover advantage is useful, but
what is of greater importance in the above state-
ment by Gredlish is that leading Internet banks
have maintained an ongoing commitment to im-
provetheir onlinebanking offering. Inthedynamic
Internet world, itisimperativefor banksto under-
stand changing technol ogiesand customer prefer-
ences, and accordingly upgradetheir solution.

“Over the past five years, banks have learned-
often the hard way-that they cannot merely build
online banking and expect customers to come.
Rather, banks must put in place three pillars to
assure strong adoption: technology-driven im-
provements, call center and other remote sup-
port, and branch support,” states Grealish.

Sate-of-the-art Internet Banking Platform

“The importance of best practicesis evident in
the disparity in adoption rates between leading
and average banks,” says Grealish. Comment-
ing on the US market, she saysthat although all
large and mid-sized banks and a growing num-
ber of small banks offer online banking, their
offeringsarefar fromequal. User-friendlinessis
uneven, support varies, and features menu dif-
fer notably. Big gaps still exist with many small
banks not yet offering online service and funds
transfer capabilities.

So, what are the essential attributes of an

Internet banking solution?

Robustness and scal ability are basic features of
any online banking service. Thelnternet banking
solution needs to be able to manage the growing

online customer base and ensure that the perfor-

mance of the application does not slow down.
Security too is extremely important. With the
growth of various phishing scams and online
frauds, security isoften ranked asthe number one
concern of online customers (refer Kaeidoscope
on page 19) and the online banking sol ution needs
to ensure the highest degree of security.

Interoperability is another critical requirement
that uniquely reflects the growing scope and
depth of the Internet channel. With banks in-
creasingly offering acomplete breadth of activi-
tiesonline, the online banking application needs
to be able to seamlessly integrate with ahost of
different applications including the core bank-
ing application. For instance, Wells Fargo has
created an online portal (refer WellsFargo inter-
view in Inside Talk on page 16) that acts as a
singlepoint of entry for all financial servicesfor
corporate clientsincluding international, invest-
ment, trust, purchasing and credit services. The
online banking solution at Wells Fargo therefore
interfaceswith over 50 disparateinternal appli-
cations and data sources.

Interoperability also comes into play when
banks wish to enable multi-channel integration
and offer features like alerts where customers
can subscribe and receive a ertson multiple chan-
nelssuch ase-mail, SMS, voice, fax and I nternet.
To ensurethe high levelsof interoperability de-
manded now and, inthefuture, the Internet bank-
ing application should be able to incorporate a
Services Oriented Architecture (SOA) approach.

Further, the online banking platform needs to
support the increasing variety of features menu
that banks need to be able to support. Banks
havetill date mostly focused on core functions
like account access, account history, and stand-
ing instructions, with featureslike bill payment
and fundstransfer being projected asvalue added
features. But in the past 24 months, with the



proliferation of broadband there hasbeen agrow-
ing acknowledgement of the need to design ser-
vices especidly for the online channel. Thishas
heralded a new era in Internet banking where
features like real-time alerts (refer Feature sec-
tion on page 5), personal finance calculator and
online customer support are much sought after.
Thislistwill only grow inthefuturewith emerg-
ing capabilitieslike instant account opening be-
ing devel oped to woo the online customer.

Last, but certainly not theleast, anintuitive GUI
isessential for the online banking solution. The
number of clicks needs to be reduced and user
interface needs to be customer friendly. George
Tubin, Analyst at TowerGroup explains, “Hav-
ing arichinterfacefor the online banking service
is essential today because the competition here
isno longer between banks, but with the likes of
eBay and Amazon. Banks need to understand
that today most customersare extremely Internet
savvy and they demand a similar level of intu-
itiveness from their banking website that they
experience at other websites.”

GearingUp

Banks around the world are realizing that new-
agetechnology isrequired to satisfactorily meet
the needs of the new-age customer. In response,
afew leading banks around the world have al-
ready started evaluating and replacing their ex-
isting platforms.

In 2004, DBS Bank in Singapore replaced its
online solution that was deployed way back in
1997, citing outdated technology as the reason.
“Our customers expect the online channel to be
able to meet their changing needs and prefer-
ences, with optimal online capabilities, speedy
access and high performance,” stated the erst-
while Managing Director at DBS, Eddie Khoo.
Recently, Wachovia, thefourth largest bank hold-
ing company in the UStoo overhauled its exist-
ing online banking and billpay platform to pro-
vide aservice offering simpler and swifter navi-

{2
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gation and seaml essintegration of variousmoney
management functions.

Another leading bank, ANZ inAustraliatooisin
the process of replacing its first generation
Internet banking solution which was deployed
way back in 1998. The bank was looking for
enhanced functionality, such as, higher level of
security and featuresfor small business custom-
ers to enable them to process more complex
internet banking transactions, which was not
possiblewith the existing solution explainsMike
Grime, Managing Director of Operations, Tech-
nology and Shared ServicesasANZ. “Wewanted
apowerful, future-proof solution to replace the
incumbent system,” says Grime.

When the first wave of Internet banking hit the
traditional brick and mortar banking shores, banks
had a very basic understanding of the Internet
space. Since then, the bank customers have ma-
tured and so have banks themselves. The past
ten years have seen Internet banking platforms
evolvefrom abasic solution with extremely lim-
ited featuresto a sophisticated offering that pro-
videsafull suite of banking services. However,
in the Internet domain, the pace of change is
very fast, and technology evolves continuously
so that sometimes even within 3 yearsasolution
can be considered ‘legacy’ . In such an environ-
ment, it is important for banks to regularly re-
assess their current platforms and deploy a so-
lution that is not only in synch with current
developments but one that is constantly think-
ing ahead and understandsfutureissuesaswell —
asolution that istruly based on the ‘ next’ wave
of internet banking. Only then can banks truly
exploit the full potential of the Internetm

Merwin Fernandes
Vice President and BusinessHead - Finacle
Infosys Technologies Ltd.
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Wells Fargo has been a leader in the Internet bank-
ing space over the past decade. What were the key
drivers for the bank investing in the Internet way
back in 1995?

At the beginning, Wells Fargo focused on the
consumer internet banking service as another channel for
enhanced customer convenience. The aim was to enhance
the value for our customers, by offering them another chan-
nel —along with store, phone and ATM -- to reach the bank.
In the process, the bank gained as well, since we realised
very early on that the online customer was more likely to
stay with us and buy more products from us. Essentially, the
Internet offered a powerful value proposition to our cus-
tomers ensuring that they maintained an enduring relation-
ship with the bank, which was a powerful motivator for

Wells Fargo to focus on the online channel.

What key benefits has Wells Fargo achieved through

its Internet banking service?

Last year, Wells Fargo celebrated its 10th anni-
versary as the nation’s first financial institution to provide
online access to banking accounts. Over half our retail
customers are online and the online channel at Wells Fargo
is now the most heavily used channel, outpacing stores,
ATMs and phones. The number of monthly online sessions,
averaging 50 million in Q1 2005, outpaces monthly transac-
tions of branch/store deposits and withdrawals, phone or
ATM. Through our Internet banking service we have man-
aged to transform many business processes from days to
hours or minutes for our customers. For instance, state-
ments and tax documents which took 3 days to view are
now available immediately. Check copies can be accessed
immediately whereas it took anytime between 1 to 10 days
earlier, and credit decisioning, which took 2 to 3 days ear-

lier, now happens in a mere 2 minutes.

The advent of the commercial Internet has
transformed the way business is conducted at the most basic
level. Ten years ago, transactions involved multiple calls to
the bank, paper-based reports and often the frustration of
dealing with finicky dial-up software. Customers had to rely
on their servicing agents to do everything for them. Today
our corporate customers use our Commercial Electronic
OfficeO (CEOO) portal, the bank's single sign-on to all its
commercial services, to conduct all their financial transac-

tions online - whether making/collecting payments, trading

Inside

internationally, managing investments, exchanging curren-
cies or monitoring for fraud — it’s all performed instanta-
neously online. The Internet has transformed business in so
many ways. Beyond the ability to now make immediate
decisions and conduct transactions 24 /7 the internet actu-
ally allows us to take our customer relationships to a much
deeper level as it frees up time to focus on the more com-

plex and strategic needs.

How would you describe Wells Fargo’s Internet
banking strategy? Is the Internet just another de-

livery channel or does it occupy a unique position?

It’s both. The personal relationship between
the banker and customer will never go away. But the real-
time information and transactional capabilities provided by
the Internet takes that relationship to a new level as more
time can be spent proactively to find ways to increase effi-

ciency, optimize their operations and grow their business.

But it is also important to note that our strategy
is about giving customers a choice in how they want to bank
with us for we believe that the winners will be those who
can deliver on the promise of anywhere, anytime accessibil-
ity and enhanced service, convenience and advice. We rec-
ognize that it is the synergy between our various delivery
channels that has made Wells Fargo so successful and we are
focused on aligning and coordinating our channels to pro-
vide the very best customer service. For example, we’re the
first bank to web-enable our ATMs and put online stations
in all of our banking stores this year.

Please describe the evolution of Wells Fargo’s con-

sumer and corporate internet banking service.

On the consumer banking front, the first 10
years of internet banking was all about putting the systems
and infrastructure in place to get things up and running
Interestingly, it took us 4 years to get to our 1st million
customers between 1995 and 1999. The next six years
brought us more than six million additional new custom-
ers. In the early days, Wells Fargo was probably the only
bank to offer an integrated view of all consumer banking
applications under a single user name and password. Over
the years we have added key features like online bill pay-
ments and email alerts which are hugely popular. Our cur-
rent focus is on seamless integration that helps consumers
organize and mange their finances while completely inte-

grating the customer experience across all channels. Wells
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Fargo’s innovative free online financial tool, My Spending
Report, has been very well received. This expense manage-
ment tool gives customers a big picture of their spending
by automatically combining spending transactions from a
customer’s check card, credit card, checking account and
online bill payment in one convenient place that can be
accessed through a secured, online banking session and

updated automatically each day.

Over the years we have moved from a
strategy of ‘adoption’ to ‘adaption’. Wells Fargo entered
the corporate Internet banking space much before any ven-
dor solution was available in the market. So we took a slice
of the existing PC banking application and adopted it to
the Internet. But then on, we have consistently adapted
our solution to our corporate customers requirements such
that today the CEO portal is an integrated part of our
customer’s workflow: Last year, we launched our Desktop
Deposit solution which helps businesses realize the prom-
ise of the recently enacted Check 21 Act. The innovative
internet-based check imaging solution allows users to de-
posit checks directly from their desktop helping to im-
prove cash flow, reduce frauds and improve overall cash

management.

How has the online customer behavior changed over

the years?

The biggest change through the years has been
in the profile of online customers. At the beginning, the
customers were the early adopters of the Internet. Now a
large percentage of customers use the Internet as the main
way to interact with the bank. So we have focused alot on
creating an intuitive GUI  Additionally, the type of ser-
vices being offered has changed. Earlier the main focus
was on self-service features, those that could traditionally
be done on other delivery channels. But now we are focus-
ing on creating features specific to the online channel, such
as alerts and the spending report application that help cus-

tomers do a better job of managing their finances online.

In the corporate market, there has been a
growing dependence on the Internet banking service. It is
now central to our customer’s banking activities, which

translates into a very high level of comfort with the appli-

cation and ability to easily incorporate new features that
we offer. The adoption of our Desktop Deposit service,
for instance, has been very high and we believe that ease of
deployment of the new service has played an important
role in this. On the whole, Wells Fargo strives to continu-
ously meet the customer’s ongoing demand for faster, sim-

pler and more secure ways of doing business.

What impact have technological innovations in this

space made to Wells Fargo’s online offerings?

Wells Fargo was one of the first banks to
recognize the advantages of web services and we have used
it extensively in our Internet banking infrastructure. Through
web services we are sending automated email alerts regard-
ing critical transactional information — customers select when
and how they’ll receive the emails. Web services also help in
enabling multiple applications to draw on shared resources
such as access and authentication services to minimize dupli-
cative development and maintenance efforts. Another area
where we see the impact of technology is in personalization.
We are able to personalize our customer’s online experience
down to the individual user and transaction. In the corpo-
rate internet banking application, we have integrated and
consolidated over 50 disparate internal applications and data
sources into a single desktop that can be personalized to the

role of each team member.

What are the main challenges in the online arena

and what does the future hold?

The key challenge is to keep up the growth.
On the one hand we need to ensure that the features and
functionality of the online application continues to meet
the needs of our customers and on the other we need to
keep finding ways to scale up the technology to match the

increasing level of transactions.

I think we are still in the infant stages of
the Internet -- new technologies continue to evolve and
the opportunities ahead are enormous. We’ll see a substan-
tially more global and mobile business environment pow-
ered largely by the ability to conduct financial transactions
anywhere, anytime, un-tethered by physically connecting

to the Internetm



Gatch Me If You Gan

February 2005

Choicepoint, aleading provider of ID and credential validat-
ing services notified 30,000 consumers that fraudsters had
gained accessto their profilescontaining social security num-
bers, credit histories, criminal recordsetc. Initially, Choicepoint
believed 145,000 consumers were affected (subsequently re-
vised to around 500,000). Federal investigators are believed
to have informed Choicepoint that itsfiles had been breached
by fraudsters, who set up bogus business accounts to gain
legitimate accessto consumer data.

* %%k

Joe L opez, a Miami businessman, sued Bank of America after
aphishing attack wire- transferred USD 90,348 fromhisonline
banking account to a bankin Riga (Latvia). A forensic exami-
nation of Lopez's PC revealed that his anti-virus protection
was outdated.

* k%

The mobile phone account of celebrity ParisHilton and other
T-Mobile customer s are believed to have fallen victimto hack-
ers who took advantage of a gap in the website security of T-
Mobile (Sdekick) to reset passwords of T-Mobile customers.

¢

Theresult wasthat Hilton's address-book, photos, e-mail mes-
sages and voice mails were posted for public consumption on
theInternet.

* %%k

March 2005

L exis-Nexisannounced that its subsidiary Seisint, an authen-
tication services provider, had experienced a security breach
in respect of information such as names, addresses, social
security numbers, driving license numbers of approximately
32,000 individuals. The information is believed to have been
accessed through legitimate user 1Ds and passwords of cus-
tomers of Seisint. Subsequent assessments have put the num-
ber of affected customersat 310,000.

* %%k

June 2005

Within days of Mastercard announcing that a security breach
may affect up to 40 million of its customers, phishing attacks
were spotted attempting to cash in on the publicity. The attacks
themsel ves wer e reportedly crude, and unlikely to fool alarge
number of people.
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Phishing has morphed
Sfrom “a security
problem’ to be dealt
with by the CISO to
“a credibility prob-
lem” to be dealt at the

top managenment level.

TheRealitiesof Phishing Today

Every month in 2005 there has been at |east one
eye-catching headline about how a prominent
company has been avictim of a phishing attack,
and the subsequent damage control exercisesitis
undertaking. These headlinesemphasizethe harsh
realities about phishing today:

¢ Every organization - whether
alarge bank, online auctioneer,
credit card company or authen-
tication service provider - is
vulnerableto breachesinonline

security.

003 | onr

¢ Anyone'spersonal information
can be comprised —evenif the A0
person is acelebrity or asena-

Statistics confirm that thereisasufficient busi-
ness case for anti-phishing measures that goes
beyond headlines:

¢ Phishinge-mailsarerising at therate of 8 per-

cent per month (14135 phishing sitesin July
2005, up from 6957 in October 2004).

Prishing Reports Recetved (Ocinbar-July)
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* Theattacksare becoming more
damaging: The number of ac-
counts compromised in a single attack has
increased to hundred thousandsfrom a“ few”

Gowre APWE Aepar Jusy 2004

thousands just a year back.

® The personal information compromised is
available from sources that may not even be
known to the individual.

* Thetechniques of phishing have evolved to
a level where only the most sophisticated
users of the Internet can detect them.

From the CEO's perspective, the biggest costs
of phishing are bad publicity (of the kind seen
above), the loss of future business and the lack
of faithin e-commerce channels. Thewritingis
clearly onthewall - phishing has morphed from
“a security problem” to be dealt with by the
Chief Information Security Officer (CISO) to
“a credibility problem” to be dealt at the top
management level.

¢ Phishing sitesalso grew exponentially (2854
sites were reported in April 2005, up from
1191 in October 2004).

¢ Thekey sectorsattacked arefinancial services
(85.9 percent of brands attacked in July 2005),
1SPs (5.6 percent) and retail (2.8 percent) .

¢ Thetargets of phishers seem to be changing
from marquee brandsto | esser-known names
such as credit unions. Again, there seemsto
beanincreasein attacks on European finan-
cial institutions and 1SPs.

¢ Fifty-seven million Americanshavereceived
phishing mails. That's about one in every
five people in America. The proportion
would be even higher if one reckoned only
the Internet users.

¢ Almost 5 percent of target respondents re-
spond to phishing mails. This means that



Phishing is really “a
problem of anthenti-
cation-customers can’t
reliably tell if they’re
hearing from: their
[financial institution
(server side authentica-

tion) or an imposter

amost 3 million Americans have responded
to phishing mails.

* Phishing is atrans-national criminal activ-
ity. In April 2005, 68 countries were re-
ported to host phishing sites . Leading host
countriesUS: 30 percent, Korea 14 percent
and China 10 percent.

Estimates of direct phishing related lossesrange
from USD 137.1 million to USD 1.20 hillion.
These seemto be underestimates considering that
thetotal cost of identity theft related losses (total
costs to consumers and business) has been esti-
mated to be USD 50 hillion.

ThePhishing Value Chain

To develop asolution approach, one startswith
an analysis of how an attack is perpetrated.
The Financia Services Technology Consortium
(FSTC) defines phishing as*abroadly launched
social engineering attack in which an electronic
identity ismisrepresented in an attempt to trick
individualsinto revealing personal credentials
that can be used fraudulently against them”.

Themodus operandi of abasic phishing attack is
simple. A phisher or attacker sends a phishing
mailsto alarge number of people to lure recipi-
ents to fake websites of trusted institutions. The
fakewebsite often resemblesthe genuinewebsite
of theinstitution, and fool srecipientsinto reveal-
ing authentication credential s such ascredit card
numbers, social security numbers, user names,
passwords etc. Alternately, the phishers intro-
duce code into the genuine websites of these in-
gtitutions and lure customers into giving these
credentialse.g. cross-site scripting or man-in-the-
middle attacks. Subsequently, the phisher uses
these credential s to do fraudulent transactionsin
the name of the customer.

Phi shing techniques have now become sophis-
ticated to the point where a phishing mail is

not a prerequisite. Thus, phishing isreally “a
problem of authentication—customers can’t
reliably tell if they’ re hearing from their finan-
cial institution (server side authentication) or
an imposter; institutions can’t tell if they’'re
hearing from their customer (client side authen-
tication) or from a phisher who has stolen a
customer’scredentials”.

A moretechnical explanation of thevalue chain
requires abasic understanding of the authenti-
cation processes:

Client-side Authentication

Thisisthe process by which abank’suser logs
in to the online banking application. This pro-
cessinvolves the usage of a static user-1D and
a password that are presented by the user in
the login page of the application. While there
are many technical solutionsthat exist for cli-
ent-side authentication-static user-ID pass-
words, dynamic passwords, smart cards, digi-
tal certificates and biometrics-based authenti-
cation-an overwhelmingly large number of online
applications still rely on static user-ID and
passwords for client-side authentication.

Server-side Authentication

Most financial institutions use digital certifi-
catesfor server-side authentication. Thismeans
that thefinancial institution has obtained a PK |
digital certificatefrom an accredited Certifica-
tion Authority, CA, which isrecognized by the
standard browsers. While this is a fairly fail-
safe mechanism from a security perspective,
the procedures that will help the end-user to
identify any attempts at server-side imperson-
ation are fairly complicated. Phishers exploit
this to the hilt.

Any successful phishing attack has to either
bypass server-side / client-side authentication
or possess server-side / client-side authentica-
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tion credentials. A phishing attack achievesitsobjective by being
able to successfully present a fake site as the genuine site to
collect the use-credential and then present that credential to the
genuinesitefor financial gains.

The techniques adopted for faking agenuine site are:

¢ Using asimilar looking domain name (www.prudential.com).
Thelast character of theword Prudential aboveisthedigit 1
pretending to be the letter .

* Using the @ symbol (www.citibank @thetrustedbank.com).
The domain name above belongs to thetrustedbank rather
than Citibank.

¢ Using asubdomain (www.citibank.yourbank.com). Citibank
is a subdomain, belonging to the domain yourbank in the
URL above.

Some attacks poison the DNS server (of the ISP), such that the
genuine domain nameisresolved into awrong | P address (usualy
to the one belonging to aphishing site). A few attacks exploit the
insecure usage of scripting languages by genuine sites, to inject
their own scripts. These attack scripts are capable of avariety of
things, from floating afakelogin window in front of the genuine
page to mailing the victim'’s cookie to the phisher. A few other
attacks, where the attacker has access to the victim’s desktop,
involve reconfiguration of the browser to use anincorrect proxy.
This proxy is capable of recording all the HT TP communication
between the victim and the genuine server side.

Client-side attacksinvolve uploading keystroke-monitoring pro-
grams, exploiting vulnerabilitiesin browsers.

Evolvinga Solution Approach

Solutions so far have taken three streams-consumer education
and awareness, regul ation and technol ogy.

Consumer Awareness and Education

The headline-grabbing phishing attacks of last few months have
raised consumer awareness about phishing. Added to this, the
sustained consumer education campaigns of major financial in-
stitutions, retailers and |SPs have also made large sections of
the public aware of the problem. Indeed it would be uncommon
to find awebsite of abank, ISP or online retailer that does not

Phishing LA
URL ;

Access
phishing URL

E-mail with
Send phishing
v = mail

Victim Hacker
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warn consumers about the dangers of phishing. However, most
of these campaigns are directed towards the classical phishing
techniques of sending amail and then directing the user to afake
website. Today, phishing techniques have evolved to a level
that makes them difficult to detect even if one is aware of the
possibility of phishing. Only the most sophisticated Internet
userswould be able to detect phishing. Thus, the focusin most
solution approachesis quickly shifting beyond consumer edu-
cation and awareness.

Regulation

Whilefraud is punishableasacrimeinall countriesthe problem
that industry is facing with phishing is that there was no rem-
edy till a fraud was actually committed. Even if a company
observes a phishing site being set up or phishing mails sent, the
only thing that it can do would be to stop the attack, if no one
had been defrauded. This means the phisher can simply restart
his activities from the next day. Thisis gradually changing. In
2004, the US enacted the Identity Theft Penalty Enhancement
Act (ITPEA), which makes Aggravated Identity Theft or the
use of a stolen identity to commit acrime asacrimein itself.
This was no doubt a start, but still it did not address the issue.
AnAnti-Phishing Act, introduced in the US Senatein February
2005, if enacted would criminalize the act of sending aphishing
mail or setting up aphishing website. Thisismorein line with
what industry requires. It still remains to be seen how such an
Act could be applied against attackersin other countries, but it



Any attempt to prevent
Pphishing attacks has to
tnvolve addressing the
vitlnerabilities that exist
al the varions stages of
an online banking
experience (End-nser
desktop, browsers, free
emails | SMTP server,

ISP, Server-side).

will no doubt be adeterrent for some attackers.
The UK too is contemplating a similar law.
These regulations, while providing remedial
toolsto industry to deal with attackers, do not
in themselves stop or mitigate attacks. That
part of the problem has to be dealt with by
technological solutions.

Technology

The number of stepsinvolved in an authentica-
tion meansthat there are vulnerabilities at each
step. Most of the vendors who offer anti-
phishing products address one or two of these
vulnerabilities. Fighting phishing frequently
requires more complex approaches, though.
Any attempt to prevent phishing attacks has
to involve addressing the vulnerabilities that
exist at the various stages of an online banking
experience (end-user desktop, browsers, free
emails/ SMTP server, ISP, server-side).

Browser-side solutions

Netcraft provides a plug-in for the |E browser
that maintains an updated list of phishing
websites, which providesfor an aert whenever
the user accesses a suspected phishing website.
Netscape 8 beta is expected to have a list of
frequently updated blacklists or suspected
phishing websites. It will also have awhite list
of trusted sites. Some sites use two-factor au-
thentication, with one of the factors being a dy-
namic password to ensure that the credentias
collected by the phisher are useless.

Server-side solutions

There are simply no excuses for organizations
to be vulnerable to avoidable flaws like cross-
sitescripting, SQL injection etc. Besidesthese
measures, organizations must identify if there
are phishing websites that have domain names
similar to it. They should then work with gov-
ernment agenciesto try and bring the phishing

website down. This approach may not suc-
ceed with countries that do not have strong
anti-phishing legislation. They must also en-
surethat they never communicate to their cus-
tomersusing the free email-portal applications,
asthereisno way for the end-users to authen-
ticate the sender of the mail in these applica-
tions. Instead they must provide mailboxes
within the online banking applications.

It isfairly obvious from the brief overview of
client-side and server-side solutions that anti-
phishing solutions cannot be obtained simply
out of a box. The approach that has the best
likelihood of successin this scenario would be
one that evolves with the problem. Key ele-
ments of this approach for any organization
would be to:

e Undertake a systematic assessment of its
vulnerabilitiesto phishing. A starting point
would beto categorize all known phishing
attacks in terms of techniques used.

¢ |dentify potential solutionsfor each of the
vulnerabilitiesidentified.

e Deploy this combination of solutions,
whichwould include both products and ser-
vices,

e |f a new phishing attack occurs, quickly
analyze the technical basis of the attack to
find what vulnerability is being exploited
and then find an appropriate solution.

Conclusions

That phishing is the “hottest new scam of the
21st century” iswell recognized now. Theele-
ment of surprise stems from the list of organi-
zations being attacked and the sophistication
of attacks. Hence, phishing has now moved
beyond the IT function into the domain of the
management. Addressing this will require an
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approach that combines user awareness and
education, regulation and most critically, tech-
nology. Again, technology solutions cannot sim-
ply be pulled out of a box-these will have to
have an integrated service-led approach=

Raghavan S
Principal Technical Architect
Setlabs, Infosys Technologies Ltd.

Vinayak Arun Kini

Senior Consultant

Banking Domain Competency Group,
Infosys Technologies Ltd.
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INTERNET BANKING

Experts View Point

Intarnet banking has bean around now for & docade and i is wall acceptod as an extromaly important delivery channel for banks glabally. la
this first FinncleConnect Virtual Industry Roundiable, we bring together o panel of industry experts to discuss the main tronds that have
shapaed internet banking, the ey loarnings evar tho past decade and futune strategies for banks in the internet arena,
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Helloeverybody. | would liketothank all of you for taking time off your hectic schedulesto participatein our first
virtual Industry Roundtablewherewear etalking about I nter net Banking. Without further ado, let usstart off the

group discussion by déliber ating on theimpact of thel nternet on thebankingindustry.

How hasthe Internet affected the world of banking and
your bank in particular?

Mike Grime: Enormously. The internet has made banking
simpler and more convenient for customers who have grown
up with computers and the internet and are time poor. Cus-
tomerscan do their banking when (and where) it suitsthem. It
has freed up branchesto be service and sales centres. | guess
I'm atypical internet banking customer - | can't remember
when | last visited abranch, unless | wanted specific advice or
to purchase a new product.

Pravir Vohra: Theinternet has deeply impacted banking as
it has many other industries for that matter. ICICI Bank was
avery early mover intheinternet banking space, not only the
first bank to introduce this servicein Indiaway back in 1997,
but one of the pioneersin AsiaPecific aswell. It hashelped us

inno mean way to overcomethelimits of geography and time
(i.e. service customersirrespective of their location or time of
day). Perhaps, and more importantly, as increasing custom-
ers and transaction volumes migrate to this channel it is con-
tributing to customer acquisition and the reduction of trans-
action costs as well. On the service side, we are using the
medium effectively in alerting customers in regard to their
impending and/or fulfilled transactions.

Mervyn Northam: Usage of the Internet has grown very rap-
idly amongst the business community with alarge proportion
of our business customers having access to the Internet and
many now having broadband. This has driven ademand from
customersto be ableto usethe Internet for their more straight-
forward banking needs. Whereasthetrend for many yearswas
for business customers to make less visits to a branch and
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Mike Grime
“... processing a
transaction from
internet banking
can be done faster
and more economi-
cally than any
other channel.”

Mervyn Northam

“Internet enables
us to handle
rapidly growing
transaction
volumes without
growing infrastruc-
ture and costs at
the same rate.”

replace them with atelephone call, either to their
relationship manager or to acall centre, thetrend
now isfor more use of Business|nternet Banking.
The result is that Business Internet Banking has
grownfromarelatively margina channel intovir-
tually an equa partner now with the branch and
telephone channels.

Pearlyn Phau: The Internet has opened up a
whole new frontier for all businesses and thisis
especially so for banks. DBS has been investing
and expanding itsInternet banking servicessince
1997 and today there arejust over 800,000 users
of our iBanking service. DBSibanking has been
and remains the most popular online banking
service in Singapore. As at end 2005, DBS
Singapore's | nternet banking services accounted
for closeto 80 percent of all online banking trans-
actionsin Singapore.

Sanat Rao: From purely a solution provider
perspective, | am encouraged by what | see. We
see a more conscious and a better-informed at-
tempt by banks today to deploy Internet bank-
ing applications. This has to do with not only
the fact that people in most parts of the world
are alot more comfortable with the Internet but
also the fact that over the years, banks have re-
assessed the role that Internet banking playsin
their delivery channel strategy.

Isthe Internet ‘just another’ delivery chan-
nel or does it offer unique opportunities for
banks?

Pearlyn Phau: As | mentioned earlier, the
internet has opened up awhole new frontier for
businesses. And for the banking industry, it in-
troduces a whole new meaning to banking - al-
lowing customers to access their accounts any-
where, anytime with internet access. This has
brought about more conveniences to consumers
and provides an area for banks to improve and
work on to cater to consumers' needs.

Mervyn Northam: Use of the Internet as a de-
livery channel offers huge opportunities for
banks. It places us at the forefront of modern
business practice enabling usto provide service

24x7 in acost effective manner. It enables usto
handlerapidly growing transaction volumeswith-
out growing infrastructure and costs at the same
rate. The Internet also strips away simple trans-
actionsfrom branch and call centre staff, thereby
enabling them to concentrate on more produc-
tive conversations with customers.

Pravir Vohra: Theinternet is no doubt an alter-
native delivery channel. However, it offers sig-
nificant opportunities to banks to expand their
customer franchise, cross sell their products, re-
duce their transaction cogts etc. It offers oppor-
tunitiesto set up and deliver on exciting alliances
with partnersasdiverseasmerchandising or travel.
Asl mentioned earlier, it can also help banksover-
comethe constraintsof geographical reach. | would
go so far asto suggest that the internet givesus a
platform for designing products and servicesthat
can be delivered only through this medium and
perhaps not through atraditiona brick and mor-
tar branch, such ason-linetrading.

Mike Grime: | would agree that the Internet,
though basically achannel, isapretty unique one.
Name another channel that can provide the cus-
tomer with suchawiderangeof functiondlity, avail-
able 24/7 from alocation that suits the customer,
not the bank. Its also the most efficient form of
sarviceddivery for thebank - processing atransac-
tion from internet banking can be done faster and
more economically than any other channel. Its a
win-win proposition.

Sanat Rao: In addition to the more obvious ad-
vantages to the customers of anytime, anywhere
banking, internet banking can and does allow the
bank to make a lot of third party products and
services available through the bank’s website,
thereby expanding the scope of one-point access.
What are the main features that customers
look today in an Internet banking service?
Pearlyn Phau: The main festuresthat customers
look for isuser-friendliness, easy navigation, speed
and security.

Pravir Vohra: We believe customers are essen-
tially looking at security and convenience. Given
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“Customers look
Sor user-friendls-
ness, easy naviga-
tion, speed and
secunity from an
internet banking

service.’
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these basic ‘hygiene’ factors, they look at an
internet banking service as any other channel
expecting consistent ‘full service' for product &
relationshipinformation and awiderangeof trans-
action capabilities.

Mike Grime: Customers want product func-
tionality in one place - the ability to do every-
thing they want from their banking servicein a
single application. So paying hills, applying for
an increase in credit card limits, transferring
money between accounts, al have to be avail-
able from a single window. And it has to work
intuitively using standard navigation principles.
You are dealing with savvy customers who use
Amazon, eBay and Google - they expect a pro-
fessional internet application to behave intu-
itively to the same standards.

This brings us to our next question. With
almost every bank offering Internet bank-
ing today, is it possible for banks to use the
Internet to differentiate themselves?

Mike Grime: Absolutely. | think that'swhy ANZ
has consistently won awardsfor itsinternet bank-
ing. Its about the breadth of functionality you
offer and theintuitive way in which your internet
banking application behaves in the eyes of the
user. There are somereally clunky internet bank-
ing applications out there - no names, please!

Pravir Vohra: Every bank hasinvariably offered
branch banking. Yet they have differentiated them-
selves. Clearly and certainly it is not only pos-
sible (but perhaps even desirable) for banks to
differentiate their internet offerings. These could
be differentiated based on the user experience, the
brand, the wealth of information available, the
depth of transactional or execution capability etc.
If we wereto look at the internet banking offer-
ingstoday, one would see atremendous differen-
tiation across banks even within the sameregion.
Moreover, if for the sake of argument onewasto
concede that every bank had as good an internet
banking offering as any other, it would still be
differentiated by the underlying differentiation of
its product or service mix!

Pearlyn Phau: Banksaim to differentiate them-

selvesthrough the servicesthey provide. At DBS,
we strive to provide users with an added peace of
mind when banking with us by continuously re-
viewing our processes and security measures to
ensure sufficient security coverage.

Sanat Rao: Just asevery bank has branches but
not all banks arethe samewhen it comesto prod-
ucts and services delivered through the branch,
the banks can certainly differentiate themselves
as far as their internet banking offering is con-
cerned. Suffice to say that technology is not a
limitation for such a differentiation. Whether it
isthekinds of productsthat are offered over the
bank’s site, the number of third party products
available, or quite simply the extent of straight-
through-processing available, all thesego along
way inalowing banksto differentiate themselves.
We have seen many instances of more than one
bank using the same internet banking applica-
tion, but substantially different in the way they
deploy the application.

Mervyn Northam: | believe that banks can dif-
ferentiate themselves by tailoring their service
to the specific needs of their customers. Many
banks have simply re-named their ‘Personal’
Internet Banking Service'Business Internet Bank-
ing, rather than building the service around the
specific needs of businesses. Business Internet
Banking services need to recognize that the user
is not always the business owner and thisintro-
ducesthe need for businessesto be ableto nomi-
nate other users, with potentially different au-
thority levels and with the ability to audit what
each user has done and to ‘check and release'
transactions above the users authority. Differ-
entiation can also be improved by improving
accessibility and usability and improving secu-
rity in ameasured and considered way, balancing
the desire for security with the need for ease of
use and the boundaries of customer acceptabil-
ity. Importantly, responding to changing customer
demandswill help abank stand apart. Of course,
thisrequiresarobust customer feedback loop as
well asadesireto react to the feedback!

Security has always been one of the main

25



@

1!

Pravir Vohra

“There is a
tremendous
differentiation
across banks even
within the same
region in the
internet banking

offering.”

concerns of customers with regards to
Internet banking and is even more so these
days because of the increasingly level of so-
phistication of Internet based frauds. How
best do you think can banks allay security
related concerns?

Mike Grime: | think security is becoming the
biggest singleissue for internet banking. Its not
necessarily because of the actual levels of
phishing fraud (which are very much lower than
other forms of fraud) but because media atten-
tion has created a bogey man. Its certainly be-
comeabarrier tothelesstechnicaly literate cus-
tomer adopting internet banking. Perception is
so strong that banks have to be seen to take
action, and theonly meaningful protection, where
internet banking is used to make payments, is
some form of dual factor authentication.

Sanat Rao: Thereareavariety of security mea-
sures that are available today. Exactly which of
these measures banks want to deploy is their
prerogative. But truth to tell, customers by and
large do not understand all these measures. So |
think the challenge before banksisto ensure that
customer confidenceisnot shaken through ava-
riety of methods to educate them.

Pravir Vohra: | think the best way of allaying
security concernswill come through acombina-
tion of customer education and indeed in ensur-
ing that theinternet banking offerings are secure.
Of course, there is aways the dilemma as to
how much security is adequate. This will actu-
ally depend on therisk perspective of the under-
lying offering. Quite clearly, different security
approaches need to be implemented for corpo-
rate customers vis-a-vis retail customers; again
it may make sense to differentiate funds trans-
fers from account enquiries. Having said this,
the importance of educating customers cannot
be overemphasized. We believe an ‘educated’
customer is our best customer.

Mervyn Northam: Customer concerns regard-
ing security can be allayed by providing simple,
straight-forward information about how the cus-
tomer can protect themselves, not only in terms

of their use of Internet banking but also in their
genera dealings on the Internet. Further, banks
should utilise the latest techniques to protect
the interaction between the customer and the
bank and provide information on how they pro-
tect this interaction.

Pearlyn Phau: As the biggest provider of
internet banking in Singaporeweaimto provide
customerswith the latest technological facilities
to protect their property held at the bank. To
provide our customers with an added peace of
mind, we have implemented a slew of security
measures in the last few years comprising: fre-
quent customer educational blurbs, 128b SSL
encryption technology, surveillance systemsfor
velocity tracking and in 2003, we were the first
in this market to introduce a one-time-password
security measurefor higher risk transactionslike
third party funds transfer.

What impact have technological innovations
in this space made to your internet banking
offering?

Pravir Vohra: Innovationsin this space have im-
proved the security and robustness of our offering.

Mike Grime: Other than in security terms, tech-
nological innovationshave had relatively littleim-
pact over thelast six years. We've seen thedemise
of some of the "first generation” internet banking
software suppliers but in general terms, the
standardisation that theinternet has brought - you
have to have common protocols or you can't talk
to anyone else - has made a pretty level playing
field at the user end. The days of having aunique
proprietary solution is over - you have to supply
something that is compatible with the standard
operating systems and browsers that the average
PC user operates. As with so much in modern
banking, this isn't about imposing your way of
doing things on the customer, its about delivering
aservice that fits with their requirements.

Mervyn Northam: For HSBC's Business
Internet Banking servicetoo, technological inno-
vations have had relatively littleimpact. That is
because the Business Internet Banking was
launched virtually four years ago, after much of
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“If banks ensure the
r2ght security mea-
sures, then the single
biggest challenge
would be to live up to
customer expecta-
tions.”

thetechnological innovation that made Business
Internet Banking feasible, reliable and secure.
There are advances now in the arena of security
that will have an impact in the near to mid-term
future but apart from that, the major advances
have been and are in the area of mobile technol-
ogy which is beginning to offer opportunities
connected with Internet Banking.

Pearlyn Phau: With innovations in technology,
DBS has came up with new offerings to cater to
customers needs or better enhance the iBanking
experience. DBSlaunchedthenew regiond iBanking
platformin 2004. Thisisinlinewith DBSsvision
to build aninterconnected pan-Asianfinancid fran-
chise, consolidating its iBanking services in
Singapore and Hong Kong on the same platform.
Thismeansthat theBank can easily extendiBanking
sarvicesto customersin Hong Kong and other parts
of the region. The more robust platform also re-
duces DBS's operationa risksand costs. Thisnew
platform, based on the leading J2EE standards, is
highly scalable and alows customersto carry out
their transactions at a much faster speed than the
old systemwhich waslaunched 9yearsago. Sepa-
rately, two new services - Realty-Easy and DBS
ME were aso launched. Realty-Easy, the first
property portal by a bank in Singapore, allows
customers to post buy or sell property notices
aroundtheclock. DBSME (Mohile E-Commerce)
sarviceisapermission-based digital bazaar where
registered customersareinformed of grezt lifestyle
offers. Unlike other e-commerce services, DBSME
offers the added convenience of allowing the cus-
tomers to make payments via the SMS platform
by replying with just one message.

What next? What new frontiersremain to be
conquered in the field of Internet banking?

Mike Grime: | guess, if we can win the battle
over security confidence, thesky'sthelimit. Small
business customerswant to use the convenience
of retail internet banking to do more sophisti-
cated things - and therefore make larger value
payments. Today's security restrictions limit
their appetite (and often those of the banks) for
thelevel of risk. The next completely new fron-

tier isprobably full function mobile phone bank-
ing. There's a generation out there that has a-
most bypassed the computer in their lifestyle
and will look to solutions around their mobile
phone rather than their PC.

Mervyn Northam: | agree, mobile banking, not
just text messaging, isan areathat offerstremen-
dous opportunities. In addition there are other
avenues that remain to be tapped such asvirtual
relationship management and online sal es-floor
management.

Pearlyn Phau: Our greatest challengesinclude
customer adoption and internet security.

Sanat Rao: | think if banks are able to ensure
that at all timesthey havetheright security mea-
suresin place, thenreally the single biggest chal-
lenge will be to be able to live up to customer
expectations — and this is inevitable as custom-
ers get more and more comfortable with the
internetingeneral.

Pravir Vohra: | think the best is yet to come. In
countrieslike India, we need to gear ourselvesfor
thechallengesthat rural consumer revolutionswill,
without doubt, bring about. Wewill need to reach
out to ever increasing numbers of customers. The
dilemma s that the number of transactions and
load will only increase. Consumers are rapidly
changing the devices they use to access our ser-
vices. With shrinking form factors, the challenge
of improving the user experience becomes more
acute. The underlying browser and telecom tech-
nologiesare morphing rapidly. New security vul-
nerabilities come to light every week. And the
bouquet of banking products continues to grow
withindividual products becoming more complex
and personalized. Lots of work will need to be
done in the field of internet banking if only to
keep pace with the world around us®

Round Table Moderator

Rekha Menon

Research and Contributing Editor
FinacleConnect
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NationaliCommercial Bank; Sauni Aralia
Enhiancing Gustomersenice

Technology ishelping National Commer cial Bank, Saudi Ar abia, streamline oper ationsand enhance
customer servicefor corporateclients.

About National Commer cial Bank, Saudi Arabia

Established in 1953, the National Commercial Bank (NCB)
was the first bank to be formed in Saudi Arabia and is
currently thelargest bank not only in Saudi Arabia but all of
the Middle East with a paid-up capital of SR 6,000 million
(US$ 1,600 million). Thetotal assetsfor the bank at the end
of 2004 were SR 130,414 Billion (US$ 34,777 Billion) and
net profit for the fiscal year 2004 was SR 3,531 million
(US$ 942 million).

Committed to delivering better serviceto its customersby le-
veraging technology, NCB offers some of the most modern
services in the banking world, all the while keeping Saudi
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traditions in view. All 250 retail branches are dedicated to
Islamic banking services. NCB services it's over 1 million
customer base through a comprehensive array of delivery
channels including 891 ATMs and 5416 point of sale (P.O.9
terminals. NCB pioneered mobile banking in Saudi Arabia
and wasthefirst bank to launch credit cardsfor settlement of
online purchases. It is estimated that in the fiscal year 2004,
over 72 percent of customer transactions for the bank were
executed through alternative delivery channels. NCB alsoruns
thelargest dealing roomin foreign exchange and money mar-
ket inthe Middle East.




With the online service,
the overall cost of
service for corporate
transactions has de-
creased and so has the

staffing requirements.

Business Drivers

In 2003, NCB was looking to enhance its corporate
banking service. At that time, while some corporates
used NCBDirect, a PC-banking solution, most corpo-
rate customers interacted with the bank through the
bank branches and thelevel of manual processing was
very high. Some of the key issuesfaced by NCB were:

Branch asthe primary channel for corporateclients

Corporate customers mainly used bank branches for
their day-to-day inquiries and transactions. Despite a
PC-banking solution, NCBDirect, being availableto a
few customers, it was not able to reduce the branch
overhead. NCB had ahuge volume of Cashier Check/
Foreign Currency Draft requests from corporates,
which involved manual operations at the branch with
branch tellers often being required to interact with the
treasury help-desk to decide on the best exchangerate
to be given to the corporate clients.

Fewer features in incumbent system

Finacleweb-based cash management sol utionisbacked
by Infosys' in-depth understanding of the banking do-
main and new generation industry standard technolo-
gieslike 2EE and .NET. It helps eliminate constraints
of geography to provide any time, anywhere access to
information. Further, the solution provides banks with
arich set of functionality such asgloba liquidity man-
agement, client-managed short-term investments, pool-
ing, sweeping, EIPP and cross-border payments.

Finacleweb-based cash management offersmulti-chan-
nel delivery through desktop and wirelessdevices, in-
tegration with large corporate ERP systems and image
delivery for positive pay. In addition to providing the
benefits of scalability, performance and fault toler-
ance, this solution also ensures reduced TCO (Total
Cost of Ownership), increased flexibility, extensibil-
ity, faster time-to-market, quicker implementation and
ease of maintenance for the bank.

Theexisting PC-banking solution offered
limited functionality. Cash management
features for deriving exchange rates in
online mode from the treasury system
were not available. In addition, liquidity
management features such as account
sweep, time deposits management and
SWIFT / SARIE payments had to be ex-

- E'
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ecuted by corporates at abank branch or —

by calling up their relationship manager
and sending the authorization by fax.

Non Web-enabled transactions

The absence of aWeb-enabled solution
meant that the level of manual process-

ing was very high for both NCB and its -
customers. For instance, corporate customers had to
prepare their payroll files in the format specified by
the bank and courier the storage mediato the bank for
processing.

Solution Overview

After athorough evaluation of online corporate bank-
ing solutions, NCB identified Infosys as its technol-
ogy partner and selected Infosys' Finacle web-based
cash management solution. The solution was imple-
mented within 12 months.

NCB’s Web-based cash management solution offer-
ing, named Alahli eCorp, has successfully addressed
the following key operational areas:

Web-enablement of services to the bank's corpo-
rate customers

NCB'’s corporate customers do not need to use bank
branchesfor inquiriesand transactionsany more. Alahli
eCorp allows customers to remotely login using a
browser, inquire and transact with NCB. Corporates
can now access the liquidity management features of
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Finacle interfaces with
NCBY treasury host
system 1o fetch online
exchange rates and
seamlessly applies these
rates Lo corporate

Lransactions.
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the application over the internet to set up account
sweep rules, initiate/roll-over money market dealsand
havethe facility of an automated reconciliation of the
account transactions with corporate ERP entries.

Cutting edge features

Finacleweb-based cash management solutioninterfaces
with NCB'’s treasury host system to fetch online ex-
change rates and seamlessly applies these rates to cor-
porate transactions. The corporate is thus given the
|atest rate when approving thetransaction. Finacle also
provides afacility for corporatesto enter / upload their
check / draft requests. It dso interfaces with NCB's
bulk-check-printing solution and the core banking sys-
tem to ensure faster processing of customer requests.

Real-time transaction processing

Corporate clients can set up third-party beneficiaries
and transact SWIFT / SARIE payments online over
the Internet. The solution interfaces with the bank's
core banking system to ensure straight-through-pro-
cessing of these payments. It facilitates the bank to
set up spread for the exchange rates based on the cor-
porate category and the amount of the transaction.

Secure architecture for safe transactions

Corporates can now easily upload payroll files using
the Internet, over a secure connection. The payroll
filesformats are verified by the solution and delivery
to core banking system is automated for processing.
The status of the processing is displayed to the cor-
porate in the application.

Reaping The Benefits

By partnering with Finacle, NCB has effectively ad-
dressed its existing business constraints and success-
fully met its corporate clientel€'s demands:

Enhanced customer service

Theonline service offersan enriching and convenient
customer experience. Therefore corporate customers
areincreasingly opting for NCB’sonline service over
other delivery channels.

Reduced costs

With the online service creating a virtua branch for
NCB, the overall cost of service for corporate transac-
tionshas decreased and so hasthe staffing requirements.

View from the Top

= -.."i‘i.“'i" =

"With Finacle web-based cash manage-
ment solution, we, at NCB, have taken
steps towards offering business value to
our corporate customers. The solution
offersusflexibility and functionalitiesthat
would be the key differentiator for global
banks and provides us the competitive
edge. Its Web-enabled real-time transac-
tion processing capabilitiesand secure ar-
chitecture has given us that much needed
businessvalue."

Taha Al Kuwaiz

Deputy General Manager

The National Commercial Bank
Saudi Arabia

Streamlined operations

Richfunctionality delivered through the online channel
has reduced the load on branch operations and helped
streamline operations. The bank can now access the
bulk of transactionsfrom asingle point and fix thepric-
ing of the products and features accordingly®
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Infosys in the news

Q3 Revenues Grow 32 Percent YoY

Infosys Technologies Limited announced financial results for its third quarter ended December 31, 2005. Revenues for the
quarter aggregated USD 559 million, up 32.2 percent from USD 423 million for the quarter ended December 31, 2004. Net income
was USD 143 million (USD 112 million for the quarter ended December 31, 2004).

N R Narayana Murthy Among World's Most Admired

A new global study of the world's 15 most admired CEOs, conducted by Burson-Marsteller with the Economist Intelligence
Unit, has ranked NR Narayana Murthy, Chairman & Chief Mentor, Infosys, as the eighth best CEO in the world. At the top is
Microsoft's founder Bill Gates. Murthy, who isthe only person from Indiato figure in the list, ranks ahead of Jeffrey Immelt of
General Electric, Rupert Murdoch of News Corporation, John Chambers of Cisco Systems and Jorma Ollila of Nokia. Murthy
was also recently inducted into the UN Foundation.

Nandan Nilekani on the prestigious World Economic Forum (WEF) foundation board

Nandan M. Nilekani, CEO, President and Managing Director of Infosys Technologies Limited became one of the youngest
entrepreneurs to join 20 global leaders at the prestigious World Economic Forum (WEF) foundation board. Nilekani was
responsiblefor inspiring business and public confidence through an exemplary standard of governance. Individualswith unique
leadership experience - from business, politics, academia and civil society - participate for three-years in the board's activities.

Finacle — The Universal Banking Solution from Infosys
Recent Wins

Arab National Bank, Saudi Arabia, selected the core bank-
ing solution of Finacleto power its aggressive focuson the
burgeoning retail banking market in the Kingdom. The bank
aimsto leverage new generation technology to differentiate
its value proposition in retail banking and manage the ex-
pected rapid growth in scale of operations.

Centurion Bank of Punjab, India, has selected Finacleto
power its technology-led business transformation initia-
tivein the light of its recent merger. The Bank will replace
its current system, Equation from Misys, and deploy

Finacle core banking, e-banking and CRM solutions as the
unified technology platform for the merged entity. Centu-
rion Bank recently announced its merger with Bank of Punjab
to become Centurion Bank of Punjab.

UCO Bank, India, aleading public sector bank, has signed
up with Infosys to deploy Finacle core banking, e-banking
and web-based cash management solutions. This initiative
will enable UCO Bank to not only achieve cost advantage
but also derive significant business benefits in the competi-
tive banking environment in India.

“Wewerelooking for aflexible solution proven intheretail banking market, and Finacle emerged as our first choice after acomprehensive
selection process. Our business growth requires an efficient core banking system through which we can deploy quickly new products and
services, and Infosys has committed to deliver solutions which meet our specific market needs.”

Nemeh Sabbagh,
Managing Director,
Arab National Bank, Saudi Arabia

Pl Finacle

| R ®
Transforming

Banking
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BOOK
REVIEW
Hugh Croxford,

Frank Abramson,
Alex Jablonowski

The Art of Better Retail Banking:
SupportablePredictionson the Futur e of Retail

Banking

A criticism often leveled on books on business and
technology isthat they arefull of jargon, which combined
with thedry technical nature of the subject matter makes
difficult reading. Fortunately, this observation does not
hold truefor TheArt of Better Retail Banking, the latest
book on how retail banks need to prepare for thefuture.
Writteninaninformal, amost colloquia style, the book
isauthored by expertswho have drawn upon their long-
standing experience in the banking industry and is an
engaging read. The basic theory, which the authors
espouse, is that retail banking is a mix of science,
engineering and art, and banks need to focus efforts on
the latter in order to lead in the retail banking arena.
Scienceand engineering cover theoperationd, procedural,
legal and regulatory aspects of banking that are in a
continuous process of getting streamlined, state the
authors. Where banks need to now start focusing efforts
onisontheart of banking—the creative, marketing and
customer focus elements of banking.

The success of aretail bank depends on its ability to
attract and retail its customers, and how much of the
customer’s business it attracts. Hence customer
relationships lie at the very core of retail banking.
However, as the book points out, while retail banks,
through the years, have maintained close personal
interactions with their customers to understand their
needs and requirements, the focus on an account-centric
mode of banking and growth of alternate delivery
channelsin recent years have ensured that the personal
touch has taken a back seat. Banks, therefore, need to
re-engage with their customers. “To move a customer
onto ahigher plane, wherethe bank isregarded asaco-
solver of financial concerns and a co-creator of
appropriate financial services, requires dialogue. It
requiresthat the bank knows enough of the customer’s
circumstances and desiresto be able to help materially
and advise. It requires that the customer trusts and
respects the bank staff with whom they have the
dialogue,” state Croxford, Abramson and Jablonowski.
No shortcuts are acceptable to the process of
establishing customer relationships, they argue. Face-
to-face interactions between bank staff and retail
customers cannot be replicated by the telephone, the
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Internet or any other delivery channel.
Branchesand trained staff haveto beavailable
at the customers' convenience.

THE ART OF
BETTER
RETAIL
BANKING

The other key areasthat require improvement
inthefutureare: marketing, which goesbeyond
merely placing advertisements to matching
customer needs with bank competencies and
raising awarenessfor the same; improving staff
skillsthrough training and aso by learning from
other industries like retailing and
manufacturing; and finally reducing costs. The
book sayscostsin banksaverage half asmuch
or more of the total revenue. Notably, nearly
80 percent of all costs are systemic, which

m H g Coaonghong
# Pk Abmmesn

Al Jabronowaki

suggests that banks need to streamline their
internal processesto reduce costs. In thisregard, information technology, or more
precisely, the appropriate usage of IT isabank’s greatest aly.

The book is divided into two sections. The first is devoted to providing a
succinct overview of the current state of retail banking—the history, drivers,
challenges with real-life examples and importance of technology. While the
second section dwells on the proposition, what needs to be done for the future.
Newcomers to the field of retail banking will enjoy the book, especialy the
initial section for a simplistic snapshot of the main drivers of retail banking
today. Asregards the suggestions and predictionsin the latter half of the book,
none of what is stated in the book isan illuminating revelation, and there are no
path-breaking theories. But the suggestions are no doubt thought-provoking,
and while they might appear too simple or self-evident, such propositions
often get sidelined by bank management in their constant search for more exciting
and innovative strategies.

TheArt of Better Retail Banking gainsfrom the practical banking experience of
the authors, but the book suffers from being too UK-centric. Since Croxford,
Abramson and Jablonowski have had amajority of their work experiencein the
United Kingdom, all examples are UK based and even industry figures quotes
throughout the book only talk about the UK. By including more global examples,
thebook could have significantly broadened its appeal to aworldwide audience.

Notwithstanding this drawback, the authors need to be commended for providing
anedt, clutter-freeanalysisof charting current developmentsinretail banking and
highlighting trends that need focused attention in coming years. In the process,
they have carried off the difficult feat of producing abook that is simple enough
for alayperson and comprehensive enough for abanker m

Rekha Menon
Research and Contributing Editor
FinacleConnect
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